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1
Decision/action requested

This pCR proposes to clean up of V2X TS
2
References

[1]
3GPP TS 33.536 v1.0.0: "Security aspect of 3GPP support for advanced Vehicle-to-Everything (V2X) services".

3
Rationale

Several editorial mistakes need to be correct.

4
Detailed proposal

This contribution proposes to clean up of V2X TS.
**** START OF CHANGE 1 ****

5.3.3
Procedures

5.3.3.1 
Securing the PC5 unicast bearer

5.3.3.1.1
General

The NR PC5 unicast communication procedures are described in TS 23.287 [2]. Clause 5.3.3.1 details how the security for this communication is established and used. 

**** START OF CHANGE 2 ****

KNRP: This is a 256-bit root key that is shared between the two entities that communicating using NR PC5 unicast communications. It may be refreshed by re-running the authentication signalling using the long term credentials. In order to generate a KNRP-sess (the next layer of keys), nonces are exchanged between the communicating entities. KNRP may be kept even when the UEs have no active unicast communication session between them. The KNRP ID is used to identify KNRP.
**** START OF CHANGE 3 ****

5.3.3.1.5.4 
Content of the PDCP packet

The Key ID and least significant bits of the counter are carried in the PDCP header, along with any MAC that is needed for integrity protection. The key ID is used to signal which security context is being used and shall be set to KNRP-sess ID.  
This is illustrated in Figure 5.3.3.1.5.4-1.
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Figure 5.3.3.1.5.4-1: Security parameters in the PDCP header for one-to-one communications

**** START OF CHANGE 4 ****

A.3
Calculation of  KNRP-sess from KNRP
When calculating KNRP-sess from KNRP, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [7]:

-
FC = 0x7F

-
P0 = Nonce_1 

-
L0 = length of Nonce_1 (i.e. 0x00 0x10)

-
P1 = Nonce_2

-
L1 = length of Nonce_2 (i.e. 0x00 0x10)

The input key shall be the 256-bit KNRP.
**** END OF CHANGES ****
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